Abstract-Artificial noise (AN) aided method in mmWave is hard to realize due to large transmit antennas and also requires additional power. This paper proposes coding matrix secure transmission based on quadrature spatial modulation (QSM) utilizing a frequency modulated diverse retrospective array (FMD-RDA). Specifically, we adopt coding matrix for frequency increment with QSM symbols to form part of FMD-RDA angular-range array factor. Consequently, low probability of detection (LPD) is created during the QSM transmission without additional power. The desired receiver should know the particular coding matrix a priori. Importantly, the system has automatic user tracking ability with no channel state information (CSI) needed at the desired receiver and can handle receivers with highly correlated channels. Further, secrecy outage probability (SOP), asymptotic lower bound on eavesdropper's (Eve's) detecting error probability and average data leakage rate are analyzed without Eve's CSI. Simulation results show that increasing the coding matrix, satisfactory secrecy is attained for the proposed scheme. Moreover, through the results certain essential secrecy information has been highlighted that is not captured by the classical SOP making the proposed scheme an attractive technique for QSM applications.
INTRODUCTION
Millimeter wave (mmWave) system has been one of the attractive systems to meet the data capacity especially for fifth-generation (5G) wireless technology [1] and even beyond. The mmWave provides abundant bandwidth spectrum, rangeing from 30 GHz (with wavelength 10 mm) to 300 GHz (with wavelength 1 mm), which can be explored to significantly increase the data rate. Additionally, mmWave offers small wavelength that makes it possible for large antennas to be deployed in a small physical area [2] [3] [4] . In the literature, several authors have investigated smart antennas which are also feasible in mmWave communication applications [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] .
In recent years, spatial modulation (SM) technique [15, 16] as an alternative multi-antenna scheme has attracted much attention. The SM scheme has many promising advantages and is primarily focused on communication applications to provide spectral efficiency, low complexity design, and reliability [17] [18] [19] [20] . Due to the massive connectivities of users in 5G mmWave technology as a result of the broadcast nature of wireless characteristics, it is important to tackle security issues.
Physical layer security (PLS) has been investigated [21, 22] which is proven to improve the wireless systems secrecy [23] [24] [25] . Several authors have investigated SM based PLS techniques [26] [27] [28] [29] [30] [31] . Very recently, a new variant of SM, namely quadrature spatial modulation (QSM), was proposed [32] to alleviate the drawbacks of SM [15, 16] .
In [33] , AN security method was developed for QSM scheme. Although AN methods offer security, in mmWave more transmit antennas can be deployed due to small wavelength, hence, AN implementation will be difficult to realize practically [34] . Secondly, AN causes the data transmission power to decrease leading to reduction of signal-to-interference-plus noise ratio at the desired receiver. Thirdly, in channels that are highly correlated, AN failed to provide better security [35] . Therefore, alternative security methods with low energy consumption have to be considered.
In recent years, retrodirective array (RDA) [36] which can offer self-tracking automatically and facilitate retransmission of signal along interrogator direction with no priori knowledge of the arrival of the incoming angle has been investigated in [37] [38] [39] . More importantly, utilizing RDA does not required CSI (i.e., bandwidth can be saved) at the receiver. Note that in most of the existing QSM systems require CSI at the receiver for retrieving the information bits [40] [41] [42] .
In this paper, we propose secure transmission based on QSM utilizing FMD-RDA for mmWave systems. Explicitly, coding matrix is adopted to design the small frequency increment and embed the QSM bits as part of the FMD-RDA range-angle array factor. Consequently, we can create low probability of detection (LPD) during the QSM transmission without additional power. It is assumed that the desired receiver knows the coding matrix a priori, allowing detecting the transmitted QSM bits. Importantly, the proposed scheme has automatic user tracking ability with no CSI needed at the desired receiver and can handle receivers with highly correlated channels due to angular-range focusing profile. Further, secrecy outage probability (SOP), asymptotic lower bound on Eve's detecting error probability, and average data leakage rate are analysed without Eve's CSI. The proposed scheme reveals essential secrecy information that is not captured by the classical SOP and is more power efficient.
The rest of the paper is organized as follows. Section 2 presents the proposed scheme. In Section 3, performance metrics are devised to evaluate the proposed scheme. In Section 4, numerical results are presented, and finally, in Section 5, we draw conclusions.
PROPOSED CODING MATRIX FREQUENCY MODULATED DIVERSE RETRODIRECTIVE ARRAY SECURE TRANSMITTER

System Model
Consider a mmWave communication FMD-RDA transmitter system (see Fig. 1 ) where the desired transceiver wants to communicate, and a passive Eve tries to intercept the data (see the time frame block in Fig. 2 ). To establish secure transmission, we make the following assumptions: (1) The pilot signal is emitted only by the desired receiver with authentication procedure. We omit how to tackle unwanted incoming pilot signals from Eve in this paper as future work. (2) Multiple-input single-output (MISO) mmWave wireless communications have perfect synchronization between the proposed transmitter and desired receiver. (3) To facilitate decoding, the desired receiver should know the coding matrix used for frequency increments designed a prior. Note that the coding matrix can be sent to the desired receiver via a low speed forward link [43] . (4) Eve's activity is to intercept retransmission of the confidential useful data meant for the desired receiver during Phase II as depicted in Fig. 2 . ...
FMD-RDA Transmitter
Time frame block is decomposed into two phases: The desired receiver emit pilot signal with authentication during T r in phase I. After the pilot signal, the FMD-RDA transmitter re-transmit the confidential data during 1 − T r in phase II.
Coding Matrix Design for Secure Transmission
Without loss of generality, we assume coding matrix c s , i.e., M = 10, namely {1, 2, 4, 8, 5, 10, 9, 7, 3, 6} [44, 45] for our analysis, see Fig. 3 (a) and Fig. 3(b) , for the illustration of the coding matrix and difference matrix. More importantly the utilized order of frequencies (i.e., coding sequence) represents a concise fashion which describes the coding matrix. The difference matrix can be computed
Note that α i denotes the ith coding element, and i + j > M denote the remaining locations which are left blank. Note that the difference matrix shows that the coding matrix used is feasible. Considering the designed coding matrix, our proposed system allows for ten elements with frequency increments indexed as c s M Δf with c s M = {1, 2, 4, 8, 5, 10, 9, 7, 3, 6}, and Δf denotes the frequency hopping step. It is important to note that without specified coding matrix of the frequency increments, it will be difficult to decipher the transmission process.
QSM Modulator Scheme
Following [32] , herein, we demonstrate the principle of QSM transmission. We consider MISO and quadrature amplitude modulation (4-QAM). The bits to be reradiated at a certain time instant are represented by k = log 2 M 0 M 2 = 6 bits. Suppose that k = [1 1 0 1 1 1]
are to be emitted to the 
System Formulation
It should be noted that even if beamforming is not formed during retransmission, FMD-RDA is still able to phase conjugate the emitted pilot signal from the desired receiver. As illustrated in Fig. 2 , in the first T τ phase, pilot signal is emitted from the desired receiver (i.e., with authentication) to the FMD-RDA transmitter. Herein, we assume the principle of channel reciprocity. The pilot signal is represented as s (t) = exp (2πf 0 t). The incoming pilot signal is detected at the FMD-RDA transmitter mth element as
where the range approximation is r m ≈ r − md sin θ in , with r being range of the desired receiver and FMD-RDA transmitter first reference element. θ in is originated from the desired receiver (i.e., pilot signal incoming angle). According to Fig. 1 , the incoming pilot signal received by the FMD-RDA transmitter (i.e., mth element) is mixed with phase-conjugate mixers (i.e., local oscillator (LO) signal), then we have f
where Δf m (t) is formulated as
with Δf smaller than signal frequency f 0 . c sm = {c s 1 , c s 2 , · · · , c s M } denotes the coding matrix used to provide LPD during retransmission in phase II; symbols x and x represent the QAM modulation constellation; h and h are the mmWave channel coefficient between the activated FMD-RDA antennas and desired receiver. , = 1, 2, · · · M and P t denotes the FMD-RDA transmitted power.
In the second 1 − T τ phase (see Fig. 2 ), the retransmitted signal by the FMD-RDA transmitter arriving at a particular time t 1 to the desired receiver is written as
where w m is the phase weighting, and λ is the wavelength. Note that noise term is not considered. And r m ≈ r − md sin θ has the same physical interpretation as in Eq. (2). It is important to note that the transmitted QSM symbols form part of the retransmit angle-range array factor as seen in Eq. (5). Similarly, Eve retransmitted signal arriving at a certain time t 2 is also given as
It should be noted that from Eq. (6), we can deduce that even if Eve receives the retransmitted useful signal from FMD-RDA transmitter, it will still be difficult to decode it without the specified coding matrix used for designing the frequency increments.
Remark: The FMD-RDA transmitter frequency and incident frequency should be equal f = f 0 . If f = f 0 , according to [46] , their frequency differences can be linked directly. Hence, the FMD-RDA transmitter is still feasible to offer security capability.
Optimal Maximum Likelihood (ML) Detection
Note that since the desired receiver radiates pilot signal to the FMD-RDA transmitter, there is no need of CSI at the receiver. Therefore, using the optimal ML detector, we have
where Ψ = √ P t (h x + jh x ) · c sm Δf . In order to retrieve the original useful information bits, the receiver used the detected antennaˆ andˆ along with the detected data symbols, namelyx andx . In addition, we assume that the receiver knows the coding matrix c sm used for the frequency increment a prior.
PERFORMANCE ANALYSIS
Secrecy Outage Probability (P s )
The achievable rate from the FMD-RDA transmitter to the desired receiver is determined by
where received instantaneous signal-to-noise ratio (SNR) at time t is
with w denoting the transmitter weight vector, σ 2 d the desired receiver variance, and r d /c the signal propagation that will arrived at the desired receiver.
Likewise, the achievable rate from the FMD-RDA transmitter to Eve receiver is 
Eq. (11) has the same physical meaning as Eq. (9). The exponential distributions of the desired receiver and Eve are given respectively as
For the sake of simplicity, we define the received average SNRs along the desired receiver and Eve, respectively asγ d (t) = P t σ
−2
d andγ e (t) = P t σ −2 e . Now, we consider the wiretap encoding technique [47] . Two rates are chosen by the encoder for the QSM bits, namely, codewords rate R b and confidential data rate R s . The rate cost to offer anti-eavesdropping is determined by the rate positive difference R e Δ = R b − R s . Suppose that we construct k length wiretap code which generates 2 kR b codewords x k ( , ξ), with = 1, 2, . . . , 2 kRs and ξ = 1, 2, . . . , 2 k(R b −Rs) . ξ is selected randomly from 1, 2, . . . , 2 k(R b −Rs) for the message index , having uniform probability and transmit codeword x k ( , ξ). In this paper, fixed transmission rate is considered. This implies that R b and R s will be fixed over t. The desired receiver can detect the data correctly if
, r e , t) > R e then security is compromised.
Following [48] , we analyze the secrecy outage probability P s as follows: The wiretap code maximum achievable fractional equivocation for the proposed scheme is
Therefore, secrecy outage probability P s is equivalently given by
with 0 < ψ ≤ 1 giving the distinct secrecy options of P s . Note that if ψ = 1, then classical SOP is obtained [49] meaning perfect secrecy, but note that we cannot always achieve perfect secrecy.
Eve's Detecting Error Probability Lower Bound Analysis
The proposed scheme average fractional equivocation is determined as
where the exponential integral is denoted as E i (κ) = lower bound on Eve's detecting error probability asymptotically.
Average Data Leakage Rate Analysis
As previously stated, we adopt fixed transmission rate, and therefore, we formulate the average data leakage rate as
It is important to note that Eq. (17) reveals averagely how the QSM bits can be leaked to Eve during the transmission process.
NUMERICAL RESULTS
Suppose that the desired receiver is located at (50 As already stated in Subsection 2.2, without the specified coding matrix of the frequency increments, it will be difficult to decipher the transmission process. In Fig. 4 , we provide coding matrix FDM-RDA beamforming with M = 10. It can be seen from the figure that the beamforming shows random-like distributions without obvious peak. This means that it will be difficult for any unfriendly receiver(s) to detect the peak without the specified coding matrix adopted for the frequency increment. Analogous to this scenario, it is expected that using the coding matrix, it will be difficult for the eavesdropper(s) to decipher it. It can be noticed that for distinct values of ψ and coding matrix M , we achieve different secrecy performances. It should be mentioned that we can obtain perfect secrecy when ψ = 1. Also, it is observed that as SOP increases so does the confidential data rate. This implies that as M increases,the level of system secrecy becomes better.
As depicted in Fig. 6 , we plot the average fractional equivocationΦ as a function ofγ e (t) for different values of coding matrix M . From the figure, we notice thatΦ decreases asγ e (t) increases. In essence, Eve may detect useful data when M ≤ 6.
In Fig. 7 , we show the average data leakage rate AD L againstγ e (t) for different values of coding matrix M . We find that AD L increases asγ e (t) increases. This means that the useful data can be leaked to Eve's location with M ≤ 6.
Note that Fig. 5, Fig. 6 and Fig. 7 , reveal three pieces of important secrecy information about the proposed system, namely: (a) distinct secrecy performances leading to perfect secrecy, (b) project the Eve detectability (i.e., worst scenario), and (c) how likely the useful data can be leaked to Eve. Note that these pieces of information are not captured when using the classical SOP [48] .
Finally, Fig. 8 compares the security performance using bit error rate (BER). It can be seen that Eve performs worse (i.e., with no coding matrix a priori) than the desired receiver (i.e., with coding matrix a priori). This implies that the proposed scheme has offered good security transmission.
As shown in Fig. 9 , the proposed scheme in MISO setup has better secrecy performance than [30] and [33] . Their secrecy rate values are around 9 bps/Hz, 6.4 bps/Hz and 7.4 bps/Hz, at 30 dB, respectively. In Table 1 , we summarize the results of the proposed scheme [30] and [33] . . BER comparisons between desired receiver (i.e., at t 1 = 0.02 ms) and Eve receiver (i.e., at t 2 = 0.0277 ms). Figure 9 . Secrecy rate vs SNR comparisons.
CONCLUSION
In this paper, we have proposed an energy efficient security scheme using coding matrix FMD-RDA for QSM transmission in mmWave system. The proposed scheme provides LPD, thus, it is difficult to decipher the coding matrix used. On the other hand, the proposed scheme reveals important secrecy insights which are not captured by classical SOP, namely, different secrecy performance options, Eve's detecting capability, and how fast the useful data are leaked towards Eve location. Our future work will be how to tackle unwanted incoming pilot signals from illegal interrogator (Eve) with new transmission techniques.
